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Developing an information security program that adheres to the principle of
security as a business enabler must be the first step in an enterprise’s effort to
build an effective security program. Following in the footsteps of its bestselling
predecessor, Information Security Fundamentals, Second Edition provides
information security professionals with a clear understanding of the fundamentals
of security required to address the range of issues they will experience in the
field.

The book examines the elements of computer security, employee roles and
responsibilities, and common threats. It discusses the legal requirements that
impact security policies, including Sarbanes-Oxley, HIPAA, and the Gramm-
Leach-Bliley Act. Detailing physical security requirements and controls, this
updated edition offers a sample physical security policy and includes a complete
list of tasks and objectives that make up an effective information protection
program.

Includes ten new chapters●

Broadens its coverage of regulations to include FISMA, PCI compliance, and●

foreign requirements
Expands its coverage of compliance and governance issues●

Adds discussions of ISO 27001, ITIL, COSO, COBIT, and other frameworks●

Presents new information on mobile security issues●

Reorganizes the contents around ISO 27002●

The book discusses organization-wide policies, their documentation, and legal
and business requirements. It explains policy format with a focus on global,
topic-specific, and application-specific policies. Following a review of asset
classification, it explores access control, the components of physical security, and
the foundations and processes of risk analysis and risk management.

The text concludes by describing business continuity planning, preventive
controls, recovery strategies, and how to conduct a business impact analysis.
Each chapter in the book has been written by a different expert to ensure you
gain the comprehensive understanding of what it takes to develop an effective
information security program.
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Developing an information security program that adheres to the principle of security as a business enabler
must be the first step in an enterprise’s effort to build an effective security program. Following in the
footsteps of its bestselling predecessor, Information Security Fundamentals, Second Edition provides
information security professionals with a clear understanding of the fundamentals of security required to
address the range of issues they will experience in the field.

The book examines the elements of computer security, employee roles and responsibilities, and common
threats. It discusses the legal requirements that impact security policies, including Sarbanes-Oxley, HIPAA,
and the Gramm-Leach-Bliley Act. Detailing physical security requirements and controls, this updated edition
offers a sample physical security policy and includes a complete list of tasks and objectives that make up an
effective information protection program.

Includes ten new chapters●

Broadens its coverage of regulations to include FISMA, PCI compliance, and foreign requirements●

Expands its coverage of compliance and governance issues●

Adds discussions of ISO 27001, ITIL, COSO, COBIT, and other frameworks●

Presents new information on mobile security issues●

Reorganizes the contents around ISO 27002●

The book discusses organization-wide policies, their documentation, and legal and business requirements. It
explains policy format with a focus on global, topic-specific, and application-specific policies. Following a
review of asset classification, it explores access control, the components of physical security, and the
foundations and processes of risk analysis and risk management.

The text concludes by describing business continuity planning, preventive controls, recovery strategies, and
how to conduct a business impact analysis. Each chapter in the book has been written by a different expert to
ensure you gain the comprehensive understanding of what it takes to develop an effective information
security program.
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Editorial Review

Users Review

From reader reviews:

Elaine Bell:

Within other case, little people like to read book Information Security Fundamentals, Second Edition. You
can choose the best book if you appreciate reading a book. So long as we know about how is important a
book Information Security Fundamentals, Second Edition. You can add understanding and of course you can
around the world by way of a book. Absolutely right, because from book you can recognize everything!
From your country until eventually foreign or abroad you can be known. About simple point until wonderful
thing you can know that. In this era, you can open a book as well as searching by internet gadget. It is called
e-book. You may use it when you feel uninterested to go to the library. Let's examine.

Ruth Mahan:

Nowadays reading books be than want or need but also be a life style. This reading addiction give you lot of
advantages. The advantages you got of course the knowledge the rest of the information inside the book that
will improve your knowledge and information. The information you get based on what kind of reserve you
read, if you want send more knowledge just go with education books but if you want experience happy read
one with theme for entertaining for example comic or novel. The Information Security Fundamentals,
Second Edition is kind of book which is giving the reader erratic experience.

Patricia Coburn:

The e-book untitled Information Security Fundamentals, Second Edition is the publication that recommended
to you to see. You can see the quality of the book content that will be shown to an individual. The language
that publisher use to explained their way of doing something is easily to understand. The copy writer was did
a lot of study when write the book, to ensure the information that they share for your requirements is
absolutely accurate. You also could possibly get the e-book of Information Security Fundamentals, Second
Edition from the publisher to make you much more enjoy free time.

Luis Hahn:

Do you have something that you like such as book? The e-book lovers usually prefer to decide on book like
comic, brief story and the biggest you are novel. Now, why not attempting Information Security
Fundamentals, Second Edition that give your satisfaction preference will be satisfied by means of reading
this book. Reading routine all over the world can be said as the opportunity for people to know world a great
deal better then how they react in the direction of the world. It can't be said constantly that reading habit only
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for the geeky person but for all of you who wants to possibly be success person. So , for all of you who want
to start studying as your good habit, it is possible to pick Information Security Fundamentals, Second Edition
become your own personal starter.
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